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This privacy policy describes how we collect, use, and handle your data when you use our
Enigma Vault API (Card Vault, Data Vault, and File Vault).

What Do We Collect?
Our primary responsibility at Enigma Vault is to secure your sensitive data. Our services were
built from the ground up with privacy and security in mind. To learn more about our security,
please review our security policy.

Account Information
On product registration, we collect your AWS Marketplace customer identifier along with an
email address to associate your entitlements to our products. As a subscriber to our products,
you’ll occasionally receive an opt-out newsletter from us outlining new features or tips on how
to use our products. We do not share your account information with anyone.

Your Data
We built a collection of API endpoints to make it easy for you to securely process and store
various types of data. The data provided to us is never shared. You as the data owner have the
ability to grant another Enigma Vault customer access to specific data through the use of
ephemeral keys. If you’re sharing data with another Enigma Vault customer, please ensure your
privacy policy reflects this practice.

Usage Information
For monitoring and security related purposes, the client IP address gets logged. In addition,
basic HTTP metadata gets logged for billing related purposes. Your usage information is
summarized and then shared with the AWS Marketplace only for billing purposes. Your usage
information is not shared with anyone else.

Companywide Commitment
Nothing is more important to us than ensuring the privacy and security of your data. Each
employee takes a pledge of excellence to ensure quality, reliability, privacy, and security.

https://www.enigmavault.io/compliance/Enigma+Vault+Security+Policy.pdf

